[okyMmeHT npepoctasneH KoHcynbTaHTIN0C

3apeructpmupoBaHo B MuHtocte Poccum 18 asrycta 2014 r. N 33620

®EAEPA/IbHAA CNYXBA BE3ONACHOCTU POCCUCKOMN ®EAEPALIUK

NPUKA3
ot 10 nona 2014 r. N 378

OB YTBEPXXAEHMUU COCTABA U COAEPKAHUA
OPTrAHWU3ALMOHHbBIX U TEXHUYECKUX MEP MO OBECMEYEHUIO
BE3ONACHOCTU NEPCOHANBHbBIX AAHHbIX MPU UX OBPABOTKE

B UHOOPMALMOHHbIX CACTEMAX NEPCOHA/IbHbIX AAHHbIX
C UCNONIb3OBAHMEM CPEACTB KPUNTOrPAGUYECKOM 3ALLUTI
WHOOPMALMU, HEOBXOAUMDIX ANA BbINOJIHEHUA YCTAHOB/IEHHbIX
NPABUTENIbCTBOM POCCUMCKOWN GEAEPALIUN TPEBOBAHWUM K 3ALLIUTE
NEPCOHANBHbIX AAHHbIX ANA KAXAO0ro U3 YPOBHEN 3ALLUMLLEHHOCTU

B cooTtBeTcTBMM C YacTbto 4 cTaTbu 19 PepepanbHoro 3akoHa ot 27 miona 2006 r. N 152-d3 "O
nepcoHanbHbIX AaHHbIX" <1> NpMKa3bIBato:

<1> CobpaHue 3aKoHogaTenbcTBa Poccuiickoi Pegepaunm, 2006, N 31 (u. 1), cT. 3451; 2009, N 48,
CT.5716; N 52 (u. 1), cT. 6439; 2010, N 27, cT. 3407; N 31, ct. 4173, cT. 4196; N 49, cT. 6409; N 52 (u. ), cT.
6974; 2011, N 23, cT. 3263; N 31, cT. 4701; 2013, N 14, ct. 1651; N 30 (u. 1), cT. 4038.

yTBEPAUTDL NpWaraemblie Coctas u cogepaHme OpraHnM3alMoOHHbIX U TEXHUYECKUX Mep Nno
obecneyeHunto 6es3onacHoOCTU NepCOHa/IbHbIX OAaHHbIX NPU UX 06p360TKe B MHd)OpMaLI,VIOHHbIX cucremax
NepCoOHaNbHbIX AadHHbIX C WUCNOJIb30BaHMEM CpeacTB KpmnTorpad)qucr(on 3alnTbl VIH(I)OpMaLI,MM,
H606XOAMMbIX AanAa  BbINO/IHEHUA  YCTAHOBJ/IEHHbIX npaBMTeJ’IbCTBOM Poccuinckoit CDe/J,epau,MM
Tp86OBaHMl7I K 3alWnTe NepCoHa/IibHbIX AAaHHbIX ON1A KaXK40ro n3 ypOBHeVI 3alUNULEHHOCTU.

AunpekTop
A.BEOPTHMKOB

MpunoxeHune
K npukasy ®Cb Poccumn
ot 10 nona 2014 r. N 378

COCTAB U COAEPAHUE
OPrAHM3ALUUOHHbIX U TEXHUYECKMX MEP NO OBECNEYEHUIO
BE3OMACHOCTU NEPCOHAJIbHbIX AAHHbIX NMPU UX OBPABOTKE
B UHOPOPMALMUOHHbIX CUICTEMAX NMEPCOHAJIbHbIX AAHHbIX
C UCNONb30OBAHUEM CPEACTB KPUMNTOrPAGUYECKOM 3ALLUTDI
NMHOOPMALIMN, HEOBXOAUMDIX ANA BbIMO/THEHNA YCTAHOBJ/IEHHbIX
NPABUTE/IbCTBOM POCCUACKOMN ®EAEPALUU TPEBOBAHWUI K 3ALLUTE
NEPCOHA/IbHbIX JAHHbIX A1 KAXA,0r0 U3 YPOBHEN 3ALLULLEHHOCTH

|. ObLue nonoxeHns



1. HacToswmin AOKYMEHT onpeaenset COCTaB U CoAepKaHUe OPraHU3aLMOHHbIX U TEXHUYECKUX
mep no obecnevyeHnto 6€30NaCHOCTM NEePCOHaNbHbIX AaHHbIX NPU UX 06paboTke B MHPOPMALMOHHbBIX
cMCTemMax MepcoHasbHbIX AaHHbIX (Aanee - MHPOPMaLMOHHAA CMCTEeMa) C UCMO/b30BaHMEM CPeacTB
KpunTtorpaduyeckor 3awmtbl MHPopmaummn (panee - CK3U), HeobxoAMMbIX AN BbINOAHEHUS
yCTaHOBANEHHbIX [lpaButenbctBom Poccuiickon ®Pepepaumm TpeboBaHWI K 3aWmTe MNEepPCOHaNbHbIX
OAHHbIX AN1A KaXKA0ro U3 YPOBHEN 3aLUMLLEHHOCTH.

2. HactoAawmin goKymeHT npeAHasHa4yeH Aaa onepatopos, ucnonbsytowmx CK3N ana obecneyeHumn
6e30MacHOCTU NepPCoHanbHbIX AaHHbIX NPKU NX 06paboTke B UHPOPMALMOHHbBIX CUCTEMAX.

3. NMpuMmeHeHne OpraHnU3aLMOHHbIX N TEXHUYECKUX Mep, ONPeAENeHHbIX B HAaCTOALLEM AOKYMEHTE,
obecneumBaeTr onepaTtop C Yy4yeToM TpebOBaHMI 3IKCMAyaTaUMOHHbIX AOKYMeHToB Ha CK3WY,
ncnosnblyemble ana obecneyeHnAa 6e30MaCHOCTM NEPCOHasNbHbIX AaHHbIX MNpU KUX 06paboTKke B
MHGOPMALMOHHbBIX CUCTEMAX.

4. Ikcnnyataumsa CK3U gonkHa OCyLLeCcTBAATLCA B COOTBETCTBUM C AOKyMeHTauuen Ha CK3U un
TpeboBaHMAMMW, YCTAHOB/IEHHbIMW B HACTOALLEM [AOKYMEHTE, a TaK¥e B COOTBETCTBUU C MHbIMU
HOPMaTUBHbLIMW NPABOBbIMW aKTaMU, PErYIMPYIOLLMMM OTHOLLIEHMA B COOTBETCTBYIOLWEen ob6nacTu.

Il. CoctaB 1 cogeprkaHue opraHnU3aunMOHHbIX
N TEXHUYECKUX MepP, HEOBXOAMMbIX A/15 BbINOJHEHUS
yCTaHoBAeHHbIX [MpaBuTenbcTBom Poccuitckoit Pepgepaumm
TpeboBaHUI K 3alunTe NEPCOHAsIbHbIX AAaHHbIX
Ana 4 ypoBHA 3aWMULLEHHOCTH

5. B cootBeTCcTBMM € NyHKTOM 13 TpeboBaHUi K 3aliuTe NepCOHabHbIX AaHHbIX NpU nx 06paboTke
B WMHOOPMAUMOHHBIX CUCTEMAX MEPCOHA/bHbIX  AaHHbIX, YTBEPXKAEHHbIX MNOCTAaHOBAEHWEM
MpasuTenbctBa Poccuiickoii depepaumm ot 1 Hosbpa 2012 r. N 1119 <1> (manee - TpeboBaHuA K
3aWmTe NepcoHanbHbIX AAHHbIX), Ans obecneyeHns 4 ypoBHA 3aLLULEHHOCTM MEPCOHasIbHbIX AAHHbIX
npu nx obpaboTke B MHGOPMALIMOHHBIX CUCTEMAX HEOOXOAMMO BbINO/IHEHME Cneayowmnx TpeboBaHMi:

<1> CobpaHue 3akoHoAaTenbcTBa Poccuiickoin Peagepaunu, 2012, N 45, 6257.

a) opraHusauua pexuma obecneyeHua 6e30MacHOCTU MOMELLEHWUI, B KOTOPbIX pasmelleHa
MHPOPMALMOHHAA CUCTEMA, NPEMATCTBYIOWETO BO3MOMHOCTM HEKOHTPOAMPYEMOrOo MPOHWKHOBEHUS
nnn NpebblBaHUA B 3TUX MOMELLLEHUAX JINL, HE MMEIOLMX NPaBa AOCTYNA B 3TU NOMELLEHUS;

6) obecneyeHne cOXpaHHOCTM HOCUTE el NepPCOHaNbHbIX AAHHbIX;

B) YTBEPXKAEHME PYKOBOAUTENEM ONEPATOPA AOKYMEHTA, ONPeaeNstoWwero nepeyeHb AnL, AocTyn
KOTOPbIX K NePCOHaNbHbIM AaHHbIM, 06pabaTbiBaeMbiM B MHOOPMALMOHHOM cUcTeMe, HEOOX0aMM ANs
BbINOJHEHUSA UMW CY*KeBHbIX (TPYA0BbIX) 06a3aHHOCTEN;

r) ncnonb3oBaHWe cpeacTs 3aWwmTbl MHGOPMaLMK, NPOoLLeLMX NpoLeaypy OLLEHKM COOTBETCTBUA
TpeboBaHMAM 3aKkoHoaaTenbcTtBa Poccuitickoit Pepepaummn B obnactm obecneyeHus 6esonacHocTu
MHbOPMaUMKN, B C/Ay4Yae, Korga MPUMEHEHME TaKUX CpencTB HeobxoguMmo Ana HeuTpanusauumu
aKTyaJIbHbIX yrpos3.

6. Ons BbinosHeHUA TpeboBaHMA, yKazaHHOro B nognyHkTe "a" nyHKTa 5 HacToAWEro AOKYMEeHTa,
HeobxoaMmo obecneyeHre pexuma, MPEnATCTBYIOWEr0o BO3MOXHOCTM  HEKOHTPOJIMPYyeMoro
NPOHUKHOBEHUA UKW MNpebbiBaHWA B NOMELLEHUAX, T4e pa3melleHbl ucnonbsyemble CK3W, xpaHaTtcs
CK3U1 n (nnn) HocuTenn Knouesol, ayTeHTUdUUMPYOWENn U naponbHoin nHpopmaumm CK3U (panee -
MomeLlLeHUs), 1L, He MMEtOLMX NPaBa AoCTyna B [lomelleHMs, KOTopoe A0CTUraeTca NyTem:

a) ocHaweHua [lomelleHUli BXOOHbIMM ABEPbMW C 3aMKamu, obecneyeHusa MOCTOSHHOro
3aKpbITMA ABepent NomelLeHU Ha 3aMOK U UX OTKPLITUA TOJIbKO 411 CAHKLMOHUPOBAHHOIO Npoxoaa, a
TaKKe oneyatbiBaHMA [OMeLLeHMA MO OKOHYAHUWM pabouyero AHA wan obopyaosaHue [lMomelleHwi
COOTBETCTBYIOLMMU TEXHUYECKUMMU YCTPOMUCTBAMM, CUTHANUSUPYIOLLMMU O HECAHKLMOHMPOBAHHOM
BCKPbITUM MomeLLeHnit;

6) yTBepxaeHua npasun pgoctyna B lMomeweHua B pabouee u Hepabouee Bpems, a TaKkKe B
HeLWTaTHbIX CUTyaLMAX;



B) YTBEPKAEHMSA NEepeYHs AL, MMeoLWMX NpaBo AocTyna B MomeleHus.

7. Ans BbinonHeHUA TpeboBaHUA, YKa3aHHOro B NoAnyHKTe "6" nyHKTa 5 HacTOAWEro AOKYMEHTA,
HeobxoaMMmo:

a) OCyWecTBAATb XPaHEHME CbEMHbIX MALUMHHbLIX HOCUTENIe MepCOHabHbIX AaHHbIX B cenrdax
(meTannunueckunx wkadax), 060pyA0BaHHbIX BHYTPEHHMMM 3aMKaMK € ABYMA Man Bonee aybavKaTamm
KAoYen u npucnocobneHmamn 418 OneyaTbiBaHMA 3aMOYHbIX CKBAXKMH WM KOAOBbIMM 3amMKamu. B
C/ly4ae eciM Ha CbEMHOM MAWWHHOM HOcCUTene MepCcoHasbHbIX AAHHbIX XPAHATCS TO/bKO
nepcoHanbHble AaHHble B 3aWwMdpoBaHHOM c mMcrnonb3oBaHnem CK3W Buae, AonyckaeTca XpaHeHue
TaKuX HocuTenen BHe ceidoB (MeTananyeckmx WKapos);

6) OCyLLECTBAATb NO3K3EMMNAAPHDLIN YYET MALMHHbBIX HOCUTEIEN NEePCOHaNbHbIX AaHHbIX, KOTOPbIN
[OCTUraeTca NyTeM BeAEHMA KypHana yyeTa HOCUTENEe NepPCOHANbHbIX AAHHbBIX C UCMONb30BaHUEM
PerucTpaLmnoHHbIX (3aBOACKUX) HOMEPOB.

8. [na BbinoNHeHMA TpeboBaHMA, YKa3saHHOIo B NoAnyHKTe "B" NyHKTa 5 HacToAWero 4OKyMeHTa,
HeobxoaMmo:

a) pa3paboTtaTb U yTBEPAUTb AOKYMEHT, ONpefensAlowmi nepedeHb AWL, [OCTYN KOTOPbIX K
NepcoHanbHbIM  AaHHbIM, 0b6pabaTbiBaeMbiM B MHPOPMALMOHHOMW cUCTemMe, Heobxoaum Ans
BbINOJIHEHWUS UMM CYy*KeBHbIX (TPYAoBbIX) 06a3aHHOCTEN;

6) nopaep)kMBaTb B aKTya/lbHOM COCTOAHUU AOKYMEHT, ONpenensAowmii nepeyeHb Anu, JOCTyn
KOTOPbIX K NePCOHaNbHbIM AaHHbIM, 06pabaTbiBaemMbiM B MHOOPMALMOHHOM cUCTEME, HEOOXOAUM ANs
BbINOJHEHWUS UMM CYKeBHbIX (TPYA0BbIX) 06A3aHHOCTEN.

9. Ona BbINOAHEHUA TPeboBaHMUA, yKa3aHHOro B NnoAnyHKTe "r'" nyHKTa 5 HacToAWero Ao0KyMeHTa,
HEeobX0AMMO AN1A Ka*KAOro M3 YPOBHEW 3alUMLLEHHOCTM MEepPCOHaNbHbIX AaHHbIX npumeHeHue CK3U
COOTBETCTBYIOLLEro Kjacca, No3BoasAoWwmux obecrneymBatb 6€30MNacHOCTb MEPCOHAsbHbIX AAHHbIX NpwU
peanusaumn ueneHanpasaeHHbIX AEWCTBUIA C UCMO/Ib30BaHMEM annapaTtHbiX U (MAKM) NPOrpamMHbIX
CpeacTs C Le/blo HapyweHusa 6esonacHocTy 3awwmwaembix CK3W nepcoHasbHbIX AaHHbIX UM CO34aHUA
YyCNnoBuiA Ans atoro (ganee - aTaka), KOTOPOE JOCTUTAETCS NYTEM:

a) MONyYeHUs MCXOAHbIX AaHHbIX Ana GOPMMPOBAHMA COBOKYMHOCTM MNPEANOONKEHUNA O
BO3MOXHOCTAX, KOTOpble MOTYT UCMO/Ib30BaTbCA MPU CO34aHMM cnocoboB, NOArOTOBKE M NPOBEAEHUM
aTak;

6) popmmMpoBaHUA M YTBEPKAEHMA PYKOBOAMTENEM ONEPaToOpPa COBOKYMHOCTU NPeAnoN0KeHUN O
BO3MOMHOCTAX, KOTOpble MOTYT UCMO/Ib30BaTbCA NPU CO34aHMM cnocoboB, NOAFOTOBKE U NPOBEAEHUM
aTaK, U onpeaeneHne Ha 3To OCHOBE M C Y4ETOM TUMA aKTyaNbHbIX Yrpo3 Tpebyemoro knacca CK3U;

B) MCMONb30BaHUA AnA obecnevyeHUs Tpebyemoro ypoBHA 3aLMLLEHHOCTM NEPCOHANBHbIX AAHHbIX
npun nx obpaboTke B MHPopMaLMoHHOM cnucteme CK3U knacca KC1 v Bbiwe.

10. CK3W knacca KC1l npumeHstoTcs ANA HeMTpanusaumm aTtak, npuv co3gaHuu cnocobos,
NoArOTOBKE M NPOBEAEHNN KOTOPbIX MCMONAb3YHTCA BO3MOMXKHOCTU U3 YNCNA CAeAyOLWMX:

a) cospaHue cnocobos, NOAroToBKa M nNpoBefeHWe aTak 6e3 npusneyeHMA CNeLManucToB B
obnactv pa3paboTku 1 aHanmsa CK3U;

6) co3pgaHue cnocobos, NOArOTOBKA M NPOBEeAEHWE aTaK Ha PA3/IMYHbIX 3TaNax XM3HEHHOTO LMKAa
CK3M <1>;

<1> K 3Tanam xwusHeHHoro umkna CK3WM oTHocatca paspaboTka (MoaepHM3aumaA) yKasaHHbIX
CPeAacTB, MX MPOM3BOACTBO, XpaHEHWe, TPAHCMOPTUPOBKA, BBOA B 3KCMyaTauumio (NyckoHanadouHble
paboTbl), 3KcnayaTaums.

B) NMpoBeAeHMEe aTaKW, HaxoAACb BHE MPOCTPAHCTBA, B Mpedeniax KOTOPOro OcCyLiecTBaAseTcA
KOHTPO/Nb 3a npebbiBaHMeM W AEWCTBMAMM ML, M (UAKW) TPaHCNOPTHbIX cpeacTs (ganee -
KOHTPOIMpYyeMas 30Ha) <1>;

<1> [paHuUEel KOHTPO/IMPYEMOWN 30HbI MOTYT ObiTb MEepUMETP OXPaHAEMOW TeppuTopun
npegnpuaTUa (yuperkaeHws), orpaxgatolme KOHCTPYKLMU OXPaHAEMOro 34aHusA, OXpaHAemoW YacTu
34,aHuS, BblLE/I€HHOrO MOMELLEeHNA.

r) npoBegeHWe Ha 3Tanax pa3paboTkM (MoAepHU3auMu), NPOM3BOACTBA, XPaHEeHwus,



TpaHcnopTupoBkM CK3U 1 aTane BBoAaa B akcnayaTauuto CK3U (nyckoHanaaouHble paboTbl) cneayrolmx
aTak:

BHECEHME HEeCaHKLMOHMPOBAHHbIX M3MeHeHUit B CK3U u (Man) B KOMMOHEHTbI annapaTtHbIX U
NPOrPamMMHbIX CPeACTB, COBMECTHO C KOTOPbIMM WTATHO GyHKUMOHMpPYOT CK3U n B COBOKYMHOCTM
npeacTasasowme cpegy dyHKumoHmnposaHua CK3U (panee - CP), KoTopble cnocobHbl NMOBAMATL Ha
BbINONHEHWE NpeabaBasemblx K CK3U TpeboBaHMii, B TOM 4nC/ie C UCNOAb30BAHWMEM BPELOHOCHbIX
nporpamm;

BHECEHWE HEeCAHKLMOHUPOBAHHbIX U3MEHEHWI B OKYyMeHTaumio Ha CK3U n KomnoHeHTbl CO;

) npoBeAeHWe aTak Ha aTane skcnayatauum CK3U Ha:

nepcoHanbHble AAHHbIE;

K/tOYEBY1O, ayTEHTUPULMPYIOLLYIO M NapoibHYO MHopmauuto CK3U;

nporpammHblie KomnoHeHTbl CK3U;

annapaTHble KomnoHeHTbl CK3U;

nporpammHble KomnoHeHTbl CO, BKAtOYasA nporpammHoe obecneyeHume BIOS;

annapaTtHble KoMMNoHeHTbl CP;

[aHHble, NepefaBaemMble MO KaHalam CBA3Y;

WHble 0OBEKTbI, KOTOPblE YCTaHOBAEHbI NP GOPMUPOBAHUM COBOKYMHOCTU MPEnNO/OKEHUN O
BO3MOMHOCTAX, KOTOpble MOTYT UCMO/Ib30BaTbCA NPU CO34aHMM cnocoboB, NOAFOTOBKE U NPOBEAEHUM
aTak C Yy4eTOM TMPUMEHAeMbIX B WHPOPMALMOHHOM cucTeme MUHOOPMALMOHHBIX TEXHOMOMUI,
annapaTHbIx cpeacTs (aanee - AC) n nporpammHoro obecneyeHus (ganee - MO);

e) nonyyeHne M3 HaxoaalWMXcA B CBOBOAHOM AOCTyNne UCTOYHMKOB (BKAtOYaA MHPOPMALMOHHO-
TENIEKOMMYHMKAUMOHHbIE CETU, AOCTYN K KOTOPbIM HE OrpaHMYeH onpeaeneHHbIM KPyrom AuL, B TOM
yucne MHPOPMALNOHHO-TENEKOMMYHUKALLMOHHYO ceTb "NntepHeT") nHpopmauum 06
MHPOPMAUMOHHOM cucTeme, B KoTopoi wucnonb3zyetca CK3U. Mpu atom MoxkeT ObiTb nonyyeHa
cnepyowan nHGopmaums:

obuwue ceepeHns o6 MHGOPMALMOHHON cUCTeMe, B KOTOpon ucnonb3yetca CK3U (HasHauyeHwue,
COCTaB, onepaTop, 06BEKTbI, B KOTOPbIX pasmeLleHbl pecypcbl MHPOPMALIMOHHOM CUCTEMDI);

cBepeHna o6 WHOOPMAUMOHHBIX TexHosormax, 6asax paaHHbix, AC, MO, ucnonb3yembix B
MHGOPMALMOHHOM cucTeme coBMmecTHO ¢ CK3U, 3a UCKAOYEHMEM CBEAEHUN, COAEPHKALLUXCA TONbKO B
KOHCTPYKTOPCKOM AOKYMeHTauMm Ha MHPOPMaUMOHHbIEe TexHonoruu, 6a3bl  gaHHblx, AC, MO,
ncnosibayembie B UHGOPMALIMOHHOM cucteme coBmecTHo ¢ CK3U;

cofeprKaHNe KOHCTPYKTOPCKOM AOKymeHTauumn Ha CK3U;

CoAeprKaHue HaxogsAwenca B cBOHOAHOM [OCTyNe AOKYMEHTaLMM HA annapatHble W
nporpammuble KomnoHeHTbl CK3UN n Co;

ob6LWme cBeAeHMA O 3aLMLLIAEMON MHPOPMALLUK, CNOBb3YEMOW B NpoLecce sKkcnayaTauumn CK3U;

CBeeHMA O KaHasiax CBA3W, MO KOTOpbiM nepepatotca 3awmwaemble CK3M nepcoHanbHble
JaHHble (aanee - KaHan cBa3n);

BCE BO3MOXKHble JaHHble, NepeAaBaemMble B OTKPbITOM BUAE NO KaHa/laM CBA3M, He 3alMLEeHHbIM
OT HECAHKLMOHMPOBAHHOTO A0CTYNa K UHGOPMALMUN OPraHN3aLMOHHBIMU M TEXHUYECKUMU MEPaMU;

cBefeHua 060  Bcex  MPOABAAKOWMXCA B KaHanax CBA3M, He  3alUMWEHHbIX  OT
HECAaHKUMOHMPOBAHHOIO [0CTyna K MHPOPMaLMM OPraHM3aLMOHHBbIMU W TEXHUYECKMMWU Mepamu,
HapyLeHWAX NnpaBua akcnayaTaummn CK3N n Co;

cBefeHna 060 Bcex MPOABAAIOWMXCA B KaHafax CBA3W, He  3alMWEHHbIX  OT
HECAaHKUMOHMPOBAHHOFO [0CTyna K MHPOPMaLMM OPraHM3aLMOHHBbIMU M TEXHUYECKMMWU Mepamu,
HeucnpaBHOCTAX U cboAX annapaTHbIX KOMNoHeHToB CK3U 1 CO;

CBefleHMA, Nosly4aemble B pesysbTaTe aHasn3a AtobbIX CUFHANOB OT annapaTHbIX KOMMOHEHTOB
CK31 un Co;

) NpUMeHeHue:

Haxo4AWMXCA B CBOOOAHOM A0CTyNne MAN UCNOb3yeMbIX 3a NpeaefiaMn KOHTPOANPYEMOM 30HbI
AC 1 MO, BKAtOYAA annapaTHble U NPOrpaMMHble KoMnoHeHTbl CK3U n Co;

cneuunanbHo paspaboTaHHbix AC 1 MO;

3) MCNoNb30BaHMeE Ha 3Tane 3KcnayaTalyMu B KaYecTBe cpeabl nepeHoca oT cybbekTa K 06bekTy (oT
06bEKTA K CyOBEKTY) aTakn AENCTBUIN, OCYLLECTBAAEMbIX MPU NOATOTOBKE M (MAK) NpoBeAeHMM aTaKu:

KaHa/oB CBA3W, He 3alUMLEHHbIX OT HECAHKUMOHMPOBAHHOFO A0CTyna K uHbopmaumu



OpPraHU3aLNOHHBIMWU N TEXHUYECKMMU MepamMu;

KaHa/10B pPacnpoCTPaHEHUA CUTHANO0B, CONPOBOXKAAOWMX GYHKUMOHMpPoBaHUe CK3U n Co;

M) NpoBeAeHWEe Ha 3Tane 3KCMyaTaumm aTaku M3 MHPOPMALMNOHHO-TENEKOMMYHUKALLMOHHbIX
ceTeil, AOCTYyN K KOTOPbIM HE OrpaHU4YeH ONpefeneHHbIM Kpyrom nuy, ecanm WHOGOPMAUMOHHbIE
CcUCTeMbl, B KOTOPbIX ncnonbdytotca CK3U, nmetoT BbIXOA B 3TU CETY;

K) MCNo/ab30BaHME Ha 3Tane 3KCMyaTaluMyM HaXo4AalMXCA 33 Npeaenamm KOHTPOIMPYEMO 30HbI
AC n MO wn3 coctaBa cpeacT8 MHPOPMALMOHHON CUCTEMBI, MPUMEHAEMbIX HAa MECTax 3KCMayaTauum
CK3MU (manee - wtaTHble cpeacTsa).

11. CK3WM knacca KC2 npumeHAwTcs AAAa HEeNTpanuMsaumu aTak, npu co3gaHum crnocobos,
NoAroToBKe U NPOBEAEHUN KOTOPbIX UCMOb3YIOTCA BO3SMOXHOCTU U3 YUCNA NEPEUYUCNEHHbIX B NMYHKTe
10 HacToALWEro JOKYMEHTA U HE MEHee OZHOM U3 CneayoWwmx 4ONOAHUTENbHbBIX BO3MOMXKHOCTEN:

a) NpoBefeHMe aTakM NPU HAXOXKAEHMM B Npesenax KOHTPOMPYEMOW 30HbI;

6) npoBeneHMe aTak Ha aTane skcnayaTaummn CK3U Ha cnepytowme o6beKTbl:

DOKymeHTauuto Ha CK3U u komnoHeHTbl CO;

MomelleHnsa, B KOTOPbIX HAaXOAUTCA COBOKYMHOCTb MPOrpaMMHbIX U TEXHUYECKUX 3/eMEHTOB
cuctem 06paboTKM AaHHbIX, CNOCOBHbIX GYHKUMOHMPOBATL CAaMOCTOATENbHO WAW B COCTaBe APYrux
cuctem (aanee - CBT), Ha KoTopblx peanmsoBaHbl CK3U 1 CO;

B) MOJlydeHMe B pamKax MpenoCTaB/iEHHbIX MONHOMOYMIA, a TaKKe B pe3ynbTate HabaoaeHwui
cnegytoweit ntHbopmauuu:

cBeAeHUNn o PU3MYecKMXx Mepax 3aWmTbl OOBEKTOB, B KOTOPbIX pPa3MeLleHbl pPecypchbl
MHPOPMALMOHHOM CUCTEMDI;

CBeZeHNn 0 Mepax no obecneyeHMto KOHTPOIMPYEMOM 30HbI OOBEKTOB, B KOTOPbIX pa3meLleHbl
pecypcbl NHGOPMALMOHHON CUCTEMbI;

CBelEHNN O Mepax Mo pasrpaHMyeHuto goctyna B MNomelteHunA, B KoTopbix Haxogatca CBT, Ha
KOTOpbIX peanunsoaHbl CK3U n Co;

r) ucnonb3oBaHWe LWTATHbIX CPEeACTB, OrpaHMYEHHOEe MepamMu, peasn3oBaHHbIMKM B
MHGOPMALMOHHOWM cUcTeMe, B KOTopon ucnonblyetca CK3U, n HanpasaeHHbIMM Ha NpeaoTBPaALLEHME U
npecevyeHmne HECAHKLMOHMPOBAHHbIX AENCTBUIA.

12. CK3WM knacca KC3 npumeHAwTcs ANA HeNTpanuMsaumu aTtak, npu co3gaHum crnocobos,
NOAroTOBKE U NPOBEAEHUN KOTOPbIX MCMOb3YIOTCA BO3MOXKHOCTU U3 YNCNA NepeynC/ieHHbIX B MyHKTax
10 1 11 HacToALLErOo AOKYMEHTA U HE MEHEE OAHON U3 CeAyOLWNX AONONHUTENbHBIX BOSMOXHOCTEN:

a) pusmyeckmin goctyn K CBT, Ha KoTopbix peannsoBaHbl CK3UN n Co;

6) BO3MOXHOCTb pacnonaratb annapaTHbiMM KomnoHeHTamu CK3U n CO, orpaHnyeHHas mepamu,
peann3oBaHHbIMK B MHPOPMALIMOHHOM CUCTEME, B KOTOPOM ncnonbsyetca CK3U, 1 HanpaBaeHHbIMK Ha
npeaoTBpaLLEHME N NpeceyeHne HECAHKLMOHNPOBAHHbIX AEACTBUNA.

13. CK3M knacca KB npumeHatoTca AnA HeWTpanmsaumm aTaKk, NpuM co3gaHum cnocobos,
NoAroToBKe U NPOBeAEeHUN KOTOPbIX UCMONb3YIOTCA BO3MOXHOCTU U3 YNCAa Nepeync/ieHHbIX B MyHKTax
10 - 12 HacToALWEero JOKYMeHTa U He MeHee OHOM U3 CNeAyoWMX AONOAHUTENbHbBIX BO3MOMXKHOCTE!:

a) cospaHue cnocobos, NOAroToBKa WM NpoBeAeHWe aTak C MPUBEYEHMEM CNELMANUCTOB B
o6/1acTM aHanM3a CUrHanoB, cOMpoBOXAAlOWMX PyHKUMOHUpoBaHMe CK3U u CP, u B obnactm
MCMNONIb30BaHUA 411 peanm3aumm aTak HegOKYMEHTUPOBAHHbBIX (HEeAEKNapUPOBaHHbIX) BO3MOMXKHOCTEM
npuknagHoro NO;

6) npoBeaeHue nabopaTopHbIX nccnenoBaHmii CK3U, ncnonbsyembix BHE KOHTPOIMPYEMOW 30HbI,
OFpaHMYEHHOE MepPaMM, PEeaNN30BAHHbIMU B MHPOPMALMOHHON CUCTEME, B KOTOPOI WCMNONb3YyeTcA
CK3MU, 1 HanpaBneHHbIMM HA NpeAoTBPALLEHME U NpeceYeHNe HECAHKLMOHUPOBAHHbIX AEACTBUI;

B) npoBegeHWe paboT Mo CO34aHMIO CMOCOOOB M CPEACTB aTak B HAYYHO-MUCC/EeL0BaTEe/IbCKUX
LeHTpax, crneunanmsnpyowmxca 8 obnactm paspabotkm u aHanmsa CK3U m CP, B TOmM uncne c
MCNO/NIb30BaHMEM UCXOAHbIX TeKcToB BxogAwero B C® npuknagHoro [10, HenocpeacTBeHHO
NCNO/b3YHOLWEro BbI30Bbl MPOrpaMmHbIX GyHKUmMn CK3N.

14. CK3M knacca KA npumeHstoTcs ANa HenTpanusaumm artak, npu cos3gaHum cnocobos,
NoAroToBKe U NPOBeAEeHUN KOTOPbIX UCMONb3YIOTCA BO3MOXHOCTU U3 YNCNa NepeynCc/ieHHbIX B MYyHKTaxX
10 - 13 HacToALWero 4OKYMeHTa U He MeHee OHOM U3 CeAyoWMX AOMNOAHUTENbHBIX BO3MOMXKHOCTEN:

a) cospaHue cnocobos, NOAroToBKa WM NpoBeAeHWE aTak C MPUBAEYEHMEM CNELUANUCTOB B
061acTM  UCNONb30BaHUA ANA peanunsauuuM  aTak HefgOoKYMEHTUPOBAHHbLIX (HeAeKNapUPOBAHHLIX)



BO3MOXHOCTel cuctemnoro Mo;

6) BO3MOXHOCTb pacnofaraTb CBeAEHUAMMU, COLEPHKAWMMMUCA B KOHCTPYKTOPCKOMN AOKYMEHTALUN
Ha annapaTHble 1 NPorpaMmHble KOMMNOHeHTbl CO;

B) BO3MOXHOCTb pacno/siaraTb BCEMM annapaTHbIMU KomnoHeHTamu CK3UN n Co.

15. B npouecce ¢opmMMpOBaHMA COBOKYMHOCTM NPEANnONOXKEHU O BO3MOXKHOCTAX, KOTOPble MOTYT
MCNoab30BaTbCA NPU  co3paHmm crnocoboB, MNOAMOTOBKE W NPOBEAEHMM aTaK, AOMNOJHUTENbHbIE
BO3MOXHOCTU, He BXOAALLME B YMC/O NepeyncieHHbIX B NyHKTax 10 - 14 HacToAllero AOKyMeHTa, He
B/INAIIOT Ha NOPAA0K onpeaeneHusa Tpebyemoro knacca CK3N.

I1l. CocTaB n cogepKaHme opraHM3aLnOHHbIX
N TEXHUYECKUX Mep, HEOBX0AMMbIX ANA BbINOJHEHWS
ycTaHoBNeHHbIX MpasuTenbcTBom Poccuitckonn depepaumm
TpeboBaHU1 K 3aLWmMTe NePCOHANbHbIX AAHHbIX
ANA 3 ypoBHA 3aLWULLEHHOCTU

16. B cootBercTtBMM C nyHKTOM 14 TpeboBaHMI K 3alWmTe MEPCOHANbHbIX AaHHbIX AnA
obecneyeHus 3 ypoBHA 3aLUULLEHHOCTU NEPCOHANbHbIX AAHHbIX MPU UX 06paboTKe B MHPOPMALMOHHDBIX
CMCTEMAX MOMMUMO BbINOSHEHUA TpeboBaHMM, NPeayCMOTPEHHbIX MYHKTOM 5 HacToAWEro AOKYMEHTa,
HeobxoaMMO BbIiNOAHeHMEe TpeboBaHMA O Ha3HAYeHUM  AOMKHOCTHOrO auvua  (paboTHuWKa),
OTBETCTBEHHOTO 33 obecneyeHne 6e30MNacHOCTU NePCOHANbHbIX AAHHbIX B MHGOPMALMOHHOM cUCTEME.

17. Ana BbinonHeHua TpeboBaHMA, YKa3aHHOro B NyHKTe 16 HacToALWEro AOKymMmeHTa, Heobxoanmo
Ha3HayeHue 0b6nafalolero AOCTaTOYHbIMKM HaBblKaMM AO/MKHOCTHOrO anua (paboTHMKa) onepaTtopa
OTBETCTBEHHbIM 33 0b6ecneyeHne 6€30NacCHOCTN NEPCOHANBHbIX AaHHbIX B UHGOPMALLMOHHOM CUCTEME.

18. ins BbinonHeHua TpeboBaHMA, YKazaHHOro B noAnyHKTe "r" nyHKTa 5 HacTosLWero AOKYMEeHTa,
HeobxoAMMO BMECTO Mepbl, NpeayCcMOTPEHHOM noanyHKTom "B" MyHKTa 9 HacToAlero AOKYMEHTa,
ncnonb3oBaTb Ana obecneyeHna Tpebyemoro ypoBHA 3aLMLLEHHOCTM MEPCOHAbHbIX AAHHbIX NPU KX
06paboTke B UHOOPMALIMOHHOM CUCTEME:

CK3W knacca KB u Bbilwe B cay4vasx, Korga ana MHGOPMaLMOHHON CUCTEMbI aKTyaslbHbl Yrpo3bl 2
TMNa;

CK3W knacca KC1 v Bbiwe B cay4Yasnx, Korga ana MHGOpPMaLMOHHOM CUCTEMbI aKTyaslbHbl yrpo3bl 3
TMna.

IV. CocTaB 1 cogeprkaHne opraHn3aLmMoHHbIX
N TEXHUYECKUX Mep, HEOBX0ANMbIX ANA BbINOJHEHUS YCTAHOBAEHHbIX
MpasutenbctBom Poccuiickon Peaepaumm TpeboBaHWU K 3aLmTe
NepPCOHaNbHbIX AaHHbIX ANA 2 YPOBHA 3aLUMLLEHHOCTH

19. B cootBerctBMM C nyHKTOM 15 TpeboBaHMI K 3almTe MEPCOHANbHbIX AaHHbIX AAA
obecneyeHus 2 ypoBHA 3aLLULLEHHOCTU NEPCOHANbHbIX AAHHbIX NPU UX 06paboTKe B MHPOPMALMOHHDBIX
CMCTEMaX MOMMMO BbINOAHEHUA TpeboBaHMIA, MNPeAyCMOTPEHHbIX MNyHKTamuM 5 u 16 HacToALwero
OOKYMeHTa, Heobxo4MMO BbINONHEHWE TPeOOBAHUA O TOM, YTOObI AOCTYN K COAEPHKAHUIO SNEKTPOHHOTO
YKYpHaNa coobLLeHN 6bl1 BO3MOMXKEH UCKAIOUUTENBHO AR AO0NKHOCTHbBIX L, (paboTHMKOB) onepaTopa
WA YNONHOMOYEHHOrO /IMLA, KOTOPbIM CBEAEHWA, COAepKaliMeca B YyKa3aHHOM KypHane,
HeobXoAMMbI ANA BbINOAHEHUSA CNY»KeBHbIX (TPYA0BbIX) 06A3aHHOCTEN.

20. [Ona BbinonHeHWA TpeboBaHWA, YyKasaHHOro B MNyHKTe 19 HacToAwero A[OKYMEHT],
HeobxoaMMmo:

a) yTBEpPXKAEHWE pyKoBOogMTeNem onepaTtopa CNUcka AW, AONYLWEHHbIX K CcoAepyKaHuio
3NIEKTPOHHOTO XypHana coobLeHn, n nogaepKaHmMe yKasaHHOrO CMUCKA B aKTya/lbHOM COCTOAHWMU;

6) obecneyeHne  UHGOOPMALMOHHOW  CUCTEMblI  aBTOMATU3UPOBAHHbIMKM  CpeACTBaMMU,
PEerucTpMpyoLWMMM 3anpockl Nosib3oBaTeneit MHGOPMALMOHHON CUCTEMBI Ha NOJTlyYEHME NEPCOHANbHbIX
AaHHbIX, @ TaK)Ke ¢$aKTbl NPeaoCTaBAEHUA NePCOHANbHbIX AaHHbIX NO 3TUM 3anpocam B 3/IEKTPOHHOM
KYpHane coobLeHni;

B) obecneyeHne  UHOOPMALMOHHOM  CUCTEMbI  AaBTOMATU3MPOBAHHbIMM  CPEACTBaMM,
MCKIOYAOLWMMMN JOCTYN K COAEPKAHMIO 3/IEKTPOHHOIO YpPHana coobLLeHMI KL, He YKasaHHbIX B



YTBEPKAEHHOM PYKOBOAMTENEM OMEPATOpPA CMUCKE NUL, OONYLEHHbIX K COAEPMKAHMIO 3NEKTPOHHOIO
KYpPHana coobueHui;

r) obecneyeHne NepmoanYEecKoro KOHTPoAs paboToCcnocobHOCTM YKa3aHHbIX B NoAnyHKTax "6" u
"B" HacToAILLEro NyHKTa aBTOMaTU3NPOBaHHbIX CpeAcTB (He pexe 1 pa3a B nonroaa).

21. OnAa BbinONHEHWNA TpeboBaHWUA, YKa3aHHOIo B noAnyHKTe "r" nyHKTa 5 HacToAWero AOKYMeHTa,
HeobxoaMMO BMECTO mMep, NpeayCMOTPEHHbIX NnoAanyHKTom "B" nyHKTa 9 u nyHKkTOm 18 HacTtoswero
OOKYMEHTa, Mcnonb3oBaTb Ana obecneyeHns Tpebyemoro ypoBHA 3aLLMLLEHHOCTM MNEePCOHANbHbIX
AaHHbIX NpU Ux 06paboTKe B MHGOPMALMOHHOM cUCTEME:

CK3W knacca KA B cnyyasx, Korga ana MHGOPMaLMOHHOM CUCTEMbI aKTyaslbHbl Yrpo3bl 1 TMNa;

CK3W knacca KB u1 Bbilwe B cay4yasx, Korga ana MHGOPMaLMOHHON CUCTEMbI aKTyaslbHbl Yrpo3bl 2
T™MNa;

CK3MU knacca KC1 u Bbiwe B cayyanx, Korga aasa MHPOPMaLMOHHON CUCTEMbI aKTyasibHbl Yrpo3bl 3
TMna.

V. CocTaB v coaepKaHne opraHM3aLMoHHbIX
N TEXHUYECKMX Mep, HEOBXOAUMbIX /17 BbINOJHEHWS YCTAHOB/IEHHbIX
MpasutenbctBom Poccuiickon Peaepaumm TpeboBaHWU K 3awmTe
NepPCOHaNbHbIX AaHHbIX A1 1 ypOBHA 3aLLMLLEHHOCTH

22. B cooTtBeTcTBMM € NyHKTOM 16 TpeboBaHWM K 3awuTe MNepcoHasbHbIX AAHHbIX 45
obecneyeHuns 1 ypoBHA 3aLLMLLEHHOCTN NEPCOHANbHBIX AAHHbIX NP UX 06paboTKe B MHGOPMALIMOHHbIX
cucTemax NoMMMO BbIMOJIHEHUA TpeboBaHMIM, NPeayCMOTPEHHbIX NyHKTamu 5, 16 n 19 HacToswero
AOKYyMeHTa, HeobxoAMMO BbINOJIHEHME CeayoWwmnx TpeboBaHMi:

a) aBTOMaTMYeCKana perucTpaums B 3/IEKTPOHHOM KypHane 6e30MacHOCTM  U3MeHeHun
NOJIHOMOYMI COTPYAHWKA OMepatopa NO A[OCTYNYy K MNepPCOHaNbHbIM AaHHbIM, COAEpPXALMMCA B
MHPOPMALNOHHOM CUCTEME;

6) co3gaHuWe OTAENbHOro CTPYKTYPHOro noApasaesieHus, OTBETCTBEHHOro 3a obecneyeHue
6e30MacHOCTU NepPCOoHaNbHbIX AaHHbIX B MHGOPMALMOHHON cucTteme, IMH6O BO3N0XKEHME ero GpyHKUMi
Ha OZHO M3 CYLLLECTBYHOLMX CTPYKTYPHbIX NOAPA3AENEHUN.

23. [na BbinoNHeHUA TpeboBaHMA, YyKaszaHHOro B noAnyHKTe "a" nyHKTa 22 HacToAWwero
OOKyMeHTa, Heobxoaumo:

a) obecneyeHne  MHOOPMALMOHHOM  CUCTEMbI  aBTOMATM3UPOBAHHLIMW  CPEACTBAMM,
NO3BO/IAIOWMMMN aBTOMATUYECKM PETMCTPUPOBATL B IIEKTPOHHOM KypHane 6e30nacHOCTU U3MEHEHUS
NOJIHOMOYMIA COTPYAHWMKA onepaTopa MO AOCTYNy K NepCOHaNbHbIM AaHHbIM, COAepKalMMcA B
MHGOPMALNOHHOM CUCTEME;

6) oTparkeHWe B 3/1EKTPOHHOM »KypHase 6e30MNacHOCTM MONHOMOYMI COTPYAHMKOB onepaTtopa
NepPCOHaNbHbIX AaHHbIX MO AOCTYNYy K NePCOHaNbHbIM AaHHbIM, COAEpPXKaWMMcA B MHPOPMALMOHHOM
cucteme.  YKasaHHble  NOJIHOMOYMA  [O/MKHbI  COOTBETCTBOBATb  AOJ/IKHOCTHbIM — 06A3aHHOCTAM
COTPYAHMKOB onepaTopa;

B) Ha3HayeHMe ONepaTopoM /nua, OTBETCTBEHHOrO 3a MNEPUOAMYECKUA KOHTPOAb BeAeHMUsA
3NIEKTPOHHOTO KypHa/sa 6e30nacHOCTM U COOTBETCTBUA OTPAXKEHHbIX B HEM MOSIHOMOYNI COTPYAHUKOB
onepatopa Ux AOKHOCTHbIM 06a3aHHOCTAM (He perke 1 pasa B mecsl,).

24. [Ona BbiNoAHEHUA TpeboBaHMA, yKa3aHHOro B noAanyHkTe "6" nyHKTa 22 HacToALLEro
OOKyMeHTa, HeobxoauMmo:

a) NpoBecTU aHanun3 LenecoobpasHOCTM CO3LaHUA OTAENbHOIrO CTPYKTYPHOrO MnoApaspefieHus,
OTBETCTBEHHOrO 3a obecnevyeHmne He30MaCHOCTM NEePCOHA/bHbIX AAHHbIX B MHPOPMALMOHHOMN CUCTEME;

6) co3patb oOTAeNbHOEe CTPYKTYpHOEe MoApasaeneHne, OTBETCTBEHHOe 3a obecnevyeHue
6e30MacHOCTU NEePCOHasbHbIX AAaHHbIX B MHPOPMALMOHHOM cucTeme, MO0 BO3NOXKMUTb ero GYHKUUM Ha
OfHO M3 CYLLECTBYIOLLMX CTPYKTYPHbIX NOAPa3aeNeHNN.

25. Onsa BbinonHeHWA TpeboBaHMA, yKa3aHHOro B NognyHKTe "a" nyHKTa 5 HacToALLero AOKyMeHTa,
ana obecneveHuns 1 ypoBHA 3aLLMULLEHHOCTU HEOOXOAUMMO:

a) obopynoBaTb OKHa [MOMeLLeHMIA, PacnoNoXKeHHble Ha MepBbiX M (MAM) NOCAeAHUX STaax
3[aHWNN, a TakKe OKHa lMomelLeHNN, HaxoaALMECA OKONO MOXKAPHbIX NECTHUL, U APYTUX MECT, OTKyAa
BO3MOXHO MPOHMKHOBEHME B [lomeleHnA MOCTOPOHHUX AUL, METANIMYECKUMU pelleTKaMn Uan



CTaBHAMM,  OXPAHHON  CUTHaNM3auMeir  WUAM  APYrMMM  CpeacTBamu,  NPenaTCTBYHOWMMMU
HEKOHTPOIMPYEMOMY NPOHUKHOBEHMIO MOCTOPOHHUX UL, B MOMELLLEHUSA;

6) obopyaoBaTb OKHa U ABepu MNomelleHNI, B KOTOPbIX pasmelleHbl cepeepbl NHGOPMALIMOHHOM
CUCTEMbI, META/IIMYECKUMM peLleTKaMK, OXPAHHOW CUrHaAM3auMen uan ApYyrMMM  CPpeacTBamy,
NPenATCTBYOWMMMU HEKOHTPOANPYEMOMY NMPOHUKHOBEHMUIO MOCTOPOHHUX UL, B MOMELLLEHMA.

26. OnAa BbiNONHEHWNA TpeboBaHWUA, YKa3aHHOMo B noAnyHKTe "r" nyHKTa 5 HacToALWero AOKYMeHTa,
HeobxoaMMo BMECTO Mep, NpPeaycMOTPEHHbIX nognyHKToM "B" nyHKTa 9, nyHKTamum 18 1 21 HacTosLLero
OOKYMEHTa, Mcnonb3oBaTb Ana obecneyeHns Tpebyemoro ypoBHA 3aLLMLLEHHOCTM MNEPCOHANbHbIX
AaHHbIX NpK Ux 06paboTKe B MHGOPMALMOHHOM cUCTEME:

CK3W knacca KA B cnyyasx, Korga ana MHGOPMaLMOHHOM CUCTEMbI aKTya lbHbl Yrpo3bl 1 TMNa;

CK3MU knacca KB u Bbiwe B cayyasx, Korga Aaa MHGOPMaLLMOHHOM CUCTEMbI aKTyasibHbl Yrpo3bl 2
TMna.




